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A Method for Enhancing the Transferability of Adversarial Examples
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Abstract:  Adversarial attacks expose the vulnerabilities of deep learning models, and effective adversarial attack
methods aid in uncovering potential weaknesses. Existing gradient-based adversarial attacks overfit the characteristics of at-
tacked white-box models, resulting in poor transferability for black-box models. This paper investigates transferable adver-
sarial attacks for black-box models, proposing a multi-perspective confidence fusion-based method to enhance the transfer-
ability of adversarial examples. This approach is integrated as a universal component into gradient-based adversarial attack
processes to improve transferability. Specifically, a multi-perspective transformation strategy based on dual-pixel space is
designed to guide the model in perceiving image information across different channels and spatial scales, thereby expanding
the model’s areas of focus, generating a differentiated attention distribution for the image, and enabling multi-view percep-
tion of image information. To model conflicts and uncertainties across different perspectives, a conflict-aware confidence fu-
sion method based on the evidence theory framework is proposed. This method extracts common predictive information
from the confidence outputs of the model across multiple perspectives, thereby avoiding decision-making interference
caused by perspective-specific biases and effectively enhancing the reliability of multi-perspective decision fusion. A bidi-
rectional loss optimization function is designed to optimize the deviation of adversarial examples from the correct model de-
cision boundary, guiding them to lie in the shared vulnerable regions across different views and models, thereby improving
the transfer attack performance against black-box models. Experiments show that the proposed method can effectively im-
prove the transferability of adversarial examples in cross-model architecture attack scenarios. After integrating the existing
gradient-based adversarial attacks with the multi-perspective confidence fusion method, the transfer attack success rate is

improved by an average of 21.15% and 13.02% for conventionally trained convolutional neural networks (CNNs) and Trans-
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former models, respectively, by 13.84% for defense models, and by 16.14% for ensemble models.
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Figure 1~ Overall flowchart of the method for enhancing the adversarial transferability based on multi-perspective confidence fusion
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Figure 2 Data-enhanced images (first row) and corresponding model heatmaps (second row)
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3.2 I — 4§53 CNNARE BT ik

AR B LY 7S B BL 2 Oy o S 2 A E
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BRI I B %R, e 1 s S S I A
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Fto BN, L IncRes-v2 A5 78 Sy 1 S AR AL MIM J5 3 X
Inc-v4 155 7Y () 15 7% I i 18 2 84 h 53.40% , T MIM-
MG 75 i fig 35 2 84.30% . Jo HAE S E B W2, DL
IncRes-v2 #5573k [ & BL 8 MIG-MG J7 ¥ % 4% 5 Fh
PR AR ) A A e AR T R 4 80.00% , F- 34 3K F)
T 84.44% . X FWIFLT A G F 350 IAE R —4
A R A BRI 4R v X PURE AR () P AR R

R1 3 CNNER B R T 2 A %
Table 1~ Attack success rate against CNN models unit: %

SRy kil (=R Inc-v3 Inc-v4 IncRes-v2 Res-50 Res-101 Res-152 F-HE
MIM 100.00 45.00 41.20 40.00 36.30 35.00 49.58

MIM-MG 100.00 71.70 71.60 65.80 62.30 61.90 72.22

DIM 99.90 67.70 63.00 58.40 55.20 52.70 66.15

DIM-MG 100.00 85.40 83.60 79.00 75.60 72.50 82.68

TIM 100.00 47.90 40.90 39.80 38.80 36.30 50.62

I3 TIM-MG 100.00 75.60 73.50 69.50 63.80 65.00 74.57
GMI 100.00 49.60 47.00 43.10 36.60 34.70 51.83

GMI-MG 100.00 73.50 73.60 69.50 63.20 61.10 73.48

BSR 98.80 75.60 69.50 69.40 62.80 59.70 72.63

BSR-MG 99.70 87.40 84.10 79.80 77.90 73.50 83.73

MIG 98.70 69.10 65.40 61.20 57.80 55.50 67.95

MIG-MG 99.90 81.90 79.50 78.60 75.10 75.80 81.80

MIM 61.40 53.40 99.40 50.50 46.60 43.60 59.15

MIM-MG 89.50 84.30 99.80 78.90 78.40 76.60 84.58

DIM 74.00 68.40 97.60 62.70 60.00 59.40 70.35

DIM-MG 93.50 91.90 99.40 88.80 88.00 86.70 91.38

TIM 64.50 57.70 98.70 54.50 50.20 45.90 61.92

IncRes2 TIM-MG 90.80 86.80 99.60 80.90 79.80 79.40 86.22
GMI 64.80 56.80 99.90 47.00 42.90 40.00 58.57

GMI-MG 89.50 83.10 100.00 76.20 76.00 71.60 82.73

BSR 81.20 78.30 94.40 73.70 68.60 67.00 77.20

BSR-MG 94.50 93.20 99.50 89.20 86.10 85.60 91.35

MIG 74.60 71.50 92.30 65.20 66.20 65.30 72.52

MIG-MG 90.50 86.00 99.20 83.20 81.90 80.60 86.90

3.3 SRSt B AR R RE K

X 75 AR TR HEAT X BT, AN (LBE A B G5 7
LB BE 7, 3 RE IR I T ol Ty ¥ 7E 1 oF 75 A AL A s
MG E R . AT B B AT R T M ik, 3 2
JEoR T B Bl 7 vk S A L 5| SR I I
i 75 A T X A [ 75 0 A 2R I ) o ROR X L
A T DL A Z A 51 5075 A B 2l i
F I T AR M R )R Bl L Tne-v3 AR
N H GBI JPEG O R & 32 F R, GMI I A £

A G BB E T  Sd Y  25.20% £ = 2
46.30% , $& T+ T 21.10%; BL A1, LA IncRes-v2 155 51 2 [
G TIM-MG J7 35 X5 7 B 8 & B AR 53 Y (%) 3 7% I
i I R 52.00% , B RIS Bk, X &
B, ARl 7 B Mo Oy s e 2 R B A, 42
PARL & T RTIE .
3.4 32 =.%1XF Transformer 8 8Y B T o5 M3

M ey 3R AL CNN 53+ 4 )5 B = I pLl
M Transformer %0 4244 22 57 i 25, ;X P 45 40 22 7 R 3L
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Table 2 Attack success rate against defence models unit: %
P G ik Inc-v3ens3 | Inc-v3ens4 | IncRes-v2ens JPEG FD Bit-Red RP
MIM 18.70 16.60 8.70 29.90 37.00 16.90 29.70
MIM-MG 29.40 27.40 15.30 51.50 50.70 26.30 48.30
DIM 25.50 24.80 12.30 42.10 43.40 22.00 43.30
DIM-MG 34.90 34.40 18.00 61.00 56.20 31.70 59.60
TIM 26.40 26.70 15.90 33.10 44.90 22.10 36.20
TIM-MG 52.50 48.60 33.00 61.80 62.20 42.60 63.70
e GMI 15.50 13.70 7.30 25.20 37.80 15.00 26.00
GMI-MG 19.00 17.40 8.80 46.30 46.80 19.50 36.40
BSR 28.40 27.50 14.20 40.80 49.70 25.40 50.60
BSR-MG 35.50 34.20 18.30 62.50 60.10 32.20 64.30
MIG 37.70 36.30 20.30 58.00 54.60 35.40 49.40
MIG-MG 42.30 41.90 23.80 70.40 66.20 44.40 61.00
MIM 21.20 21.60 13.80 30.20 39.50 18.60 32.50
MIM-MG 42.20 35.80 28.70 61.80 56.80 33.70 58.30
DIM 32.20 30.60 22.20 44.60 48.30 25.30 48.20
DIM-MG 52.20 46.50 35.80 72.80 65.20 42.10 72.90
TIM 33.60 31.30 27.70 41.70 48.80 27.30 42.10
IneRes TIM-MG 65.70 59.90 58.00 71.20 71.30 52.70 74.50
GMI 15.10 13.40 8.10 27.30 39.70 15.10 27.80
GMI-MG 24.70 22.10 14.40 54.90 52.30 24.70 43.80
BSR 42.10 39.70 26.90 55.00 55.20 31.80 62.70
BSR-MG 50.30 44.50 30.90 72.40 66.70 40.20 75.30
MIG 47.40 45.60 38.90 72.20 68.00 50.40 69.10
MIG-MG 52.50 48.50 39.90 75.30 70.20 50.30 67.90

£ 455 CNN A= 1% (1) % TR AR X Transformer 155 Y 1) i £
P gk i ARG o B AR 45 Ay A B S0 IE 52 B 37 5 vh I
i 2 UE DL R I H A A58 7 B R B A 1 1 100 T X e el
A2 P o AT DL CNN Ry & B B0 AR i 6T e ke A
B X & T Transformer (% H AR AL - Mr il i, 3£ 3
I ZE IR BRI AZ M ARE TR PRI
TR B B E R a0, DL Ine-v3 BER H &
BERL, Swin-ViT Jy B & 32 F LA, GMI UL i A 2 41
ol B BRE TR U R R 22.20% 1R &
34.70%; LA IncRes-v2 f5 4 Sy [ &5 50 B I, Xof 4% 28
Transformer & %Y {4 3 247 B0 5 s R T+ T 12.26%~
20.32%. % AT UL, 2240 A G 7 1 R A8 AT RO
CNN 5 Transformer 2 [B] ) 25 F4 BE &2 | JCME 42 THXF Hi ke
AT R, Sk 1 H AR B P R S s e
3.5 RGPt AER R B i

B R £E AR A B Xof 0 gt 3 ok A AR E R O £
A E BRI B I 1], A AR B X BUREAS 2 T
A S ) TE B 2 DR R T X A R R T
Jr Wi 3, — 75 AT DA YA B O 12 R A A
TY( Z2 A FE RIS RY (0 %5 oA R L o5 — O W AR 56 ik

A R X BT Bl ok R AR AR Y 8 Sl . AR Y A
o A R R R 56 UE B2 Y 22 00 AR AR B RS R
PERE . BRI, 0 i R Kt ik S R
8 AR B RS TR I B B0k O VR Bt B AR SR AR L
AE B IE U 2R A A (40 45 Tne-v3 . Inc-v4 #1 IncRes-
V2R, R4 PR, G 2 mel ks it
X B USRS 1Y) & B U R R Ty AR
R A BB SRR ) 1 B i L) A5 3 T W]
RO TE o Bk U, MIM J5 2% T 4% 34> 1E I 2k
1) 28 B AT (1 AT B ey ) R B ALK 64.53% , T
MIM-MG 35 ] T 91.43% , SEBL T 26.90% (42 T 5 B i
PLAR, TIM-MG J7 X5 - 3 A X5t 1 25 B A8 A5 2 1) 2
i LR IAE 70% LA | o 3 2 45 3% WA SOy 1%t
TR T EE R AR BB A X BT AR AT AT R B R AT
HIROR
3.6 XTHUEFARIABE RS

Sy 7 T T R R T X PUREA I AR B A, A
B TR A T AT I SR AT AR A A . I3 R
N T TR BT G 2 A G R
A LA XS BUREAS | DL S AT X sk SRR AR (g g 1], TT



1072 FH, I = 7 2026 4F

®3  $39 Transformer B BT 5 AL TH R W %
Table 3 Attack success rate against Transformer models unit: %
Bt Bk ViT ViT-L Swin-ViT Swin-ViT-S | Swin-ViT-V2 Max-ViT SEHE
MIM 17.10 17.00 24.50 19.70 23.20 15.90 19.57
MIM-MG 24.80 23.10 36.80 30.70 34.90 29.60 29.98
DIM 20.50 20.10 33.40 27.10 30.90 23.60 25.93
DIM-MG 29.90 28.00 47.10 37.20 43.90 38.40 37.42
TIM 23.40 21.10 27.20 22.20 26.10 16.90 22.82
TIM-MG 34.90 33.40 41.70 35.30 40.90 29.30 35.92
e GMI 16.00 15.30 22.20 16.50 20.00 13.90 17.32
GMI-MG 21.30 20.30 34.70 26.60 33.20 24.50 26.77
BSR 25.60 23.90 39.50 30.50 37.70 27.70 30.82
BSR-MG 31.80 29.10 47.90 37.30 46.60 37.40 38.35
MIG 30.60 25.80 40.40 34.10 37.00 31.50 33.23
MIG-MG 41.30 35.00 52.40 45.40 50.20 45.10 44.90
MIM 20.60 20.20 27.80 23.30 26.70 21.70 23.38
MIM-MG 33.40 29.60 47.10 39.70 45.10 40.00 39.15
DIM 26.10 23.90 37.30 32.30 36.20 32.70 31.42
DIM-MG 38.90 36.00 59.20 52.60 56.50 55.60 49.80
TIM 27.90 26.20 31.60 26.80 31.10 22.90 27.75
eResn TIM-MG 46.90 42.50 53.90 47.80 53.30 44.00 48.07
GMI 17.60 18.60 23.70 20.20 22.20 15.40 19.62
GMI-MG 28.50 25.40 38.90 32.00 36.30 30.20 31.88
BSR 30.20 29.20 46.10 37.30 43.70 37.00 37.25
BSR-MG 39.70 36.20 59.50 53.20 56.30 53.60 49.75
MIG 35.80 30.80 46.20 40.50 43.30 40.90 39.58
MIG-MG 47.30 41.70 61.30 54.50 58.10 54.90 52.97
R4 HERERHIERIIE i %
Table 4  Attack success rate against integrated models unit: %
(ERTS Inc-v3 Inc-v4 IncRes-v2 Res-50 Res-101 Res-152 TIne-v3, Ine-v3,, | IncRes-v2,
MIM 100.00 99.30 97.60 65.80 65.30 62.50 33.20 33.00 20.60
MIM-MG 100.00 99.80 99.60 91.60 91.10 91.60 59.40 53.30 40.30
DIM 99.70 98.50 96.80 84.10 82.60 80.80 50.80 49.20 34.10
DIM-MG 100.00 99.90 99.60 95.30 95.20 95.00 67.60 62.80 49.10
TIM 99.90 98.70 97.10 67.40 65.40 64.70 52.80 50.50 40.00
TIM-MG 100.00 99.80 99.60 92.80 92.20 91.50 85.90 82.70 72.20
GMI 100.00 100.00 99.70 72.00 69.40 68.30 25.60 21.90 13.20
GMI-MG 100.00 100.00 100.00 94.80 94.20 93.40 34.70 30.80 20.40
BSR 98.70 97.30 95.70 88.40 86.30 85.40 57.40 54.00 37.10
BSR-MG 99.70 99.70 99.40 95.10 94.60 94.50 64.80 59.10 44.30
MIG 98.60 95.40 91.10 82.50 81.40 82.70 66.40 65.20 52.80
MIG-MG 99.60 98.80 98.00 91.60 91.10 90.40 70.40 65.00 55.20

UWLELLET7 15 SR A BB AR X PUREAR S E RIS SCREIXCI, A SCHR Hh 9 DR 3 2 Rl B sl AR i, 45 5 8

W, G 2 UG SO AT R SR TR IR OR LI (5 R A S B Sl AL R BILR Ol A TR O
PEXS BUREA B E BOE AU o Beoh , B R IR TE X SURE AT RS 1 o U5 38 25 (] 49 o 20
R ARl 2 A G SR A R BURE AR Y TR TR ARG S AR DX A SR TR, 5 A
REFOCHES AR BRDE, Hemi R A T R8I BRI B, I Fh 9 50 R0 A5 F & B R A 5 TE
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Figure 3 Visualization of clean examples, adversarial examples, and model heatmaps
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